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* * * * Start of 1st Change * * * * 
4.2.9
Network Slice-Specific Authentication and Authorization procedure

4.2.9.1
General

Editor's note:
The procedure for Network Slice-Specific Authentication and Authorization defined in this clause needs to be further studied and defined by SA3 e.g. the role of the AUSF, need for an AAA-P and the used NF services.

The Network Slice-Specific Authentication and Authorization procedure is triggered for an S-NSSAI requiring Network Slice-Specific Authentication and Authorization with an AAA Server (AAA-S) which may be hosted by the H-PLMN operator or a third party which has a business relationship with the H-PLMN, as described in TS 33.501 [15]. An AAA Proxy (AAA-P) in the serving PLMN may be involved e.g. if the AAA Server belongs to a third party; if not the interactions with the AAA Server are performed by the AUSF.

This procedure is triggered by the AMF during a Registration procedure when some Network Slices require Slice-Specific Authentication and Authorization, when AMF determines that Network Slice-Specific Authentication and Authorization is requires for an S-NSSAI in the current Allowed NSSAI (e.g. subscription change), or when the AAA Server that authenticated the Network Slice triggers a re-authentication.

4.2.9.2
Network Slice-Specific Authentication and Authorization
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1. trigger to perform Slice-Specific 

Authentication And Authorisation

2. NAS MM Transport (EAP ID Request, S-NSSAI)

3.  NAS MM Transport (EAP ID response, S-NSSAI)

4. Nausf_Communication_EAP MessageTransfer (EAP ID Response, AAA- S Addr., 

GPSI,S-NSSAI)

 5. Naaa_Communication_EAPMessageTransfer (EAP ID Response, AAA-S Addr., GPSI, 

S-NSSAI)

6.Auth request (EAP ID Response, GPSI, S-NSSAI)

7.Auth Resonse (EAP msg, GPSI, S-NSSAI)

 9. Namf_Communication_N1N2MessageTransfer t(EAP msg, GPSI, S-NSSAI)

 8. NAusf_Communication_EAPMessageTransfer (EAP msg, GPSI, S-NSSAI)

10. NAS MM Transport (EAP msg, S-NSSAI)

11. NAS MM Transport (EAP msg, S-NSSAI)

12. Nausf_Communication_EAP MessageTransfer Request(EAP msg, AAA server Addr,GPSI,S-NSSAI)

 13. Naaa_Communication_EAPMessageTransfer (EAPMsg, AAA-S Addr., GPSI, S-NSSAI)

14.Auth request (EAP msg, GPSI, S-NSSAI)

15.Auth Resonse (EAP success/failure, GPSI, S-NSSAI)

 17. Namf_Communication_N1N2MessageTransfer t(EAP Success/failuremsg, GPSI, S-NSSAI)

 16. NAusf_Communication_EAPMessageTransfer (EAP Success/failure, GPSI, S-NSSAI)

18. NAS MM Transport (EAP success/failure)


Figure 4.2.9.2-1: Network Slice-Specific Authentication and Authorization procedure

1.
For S-NSSAIs that are requiring Network Slice-Specific Authentication and Authorization, based on change of subscription information, or triggered by the AAA-S, the AMF may trigger the start of the Network Slice Specific Authentication and Authorization procedure.


If Network Slice Specific Authentication and Authorization is triggered as a result of Registration procedure, the AMF may determine, based on UE Context in the AMF, that for some or all S-NSSAI(s) subject to Network Slice Specific Authentication and Authorization, the UE has already been authenticated following a Registration procedure on a first access. Depending on Network Slice Specific Authentication and Authorization result (e.g. success/failure) from the previous Registration, the AMF may decide, based on Network policies, to skip Network Slice Specific Authentication and Authorization for these S-NSSAIs during the Registration on a second access.


If the Network Slice Specific Authentication and Authorization procedure corresponds to a re-authentication and re-authorization procedure triggered as a result of AAA Server-triggered UE re-authentication and re-authorization for one or more S-NSSAIs, as described in 4.2.9.2, or triggered by the AMF based on operator policy or a subscription change and if S-NSSAIs that are requiring Network Slice-Specific Authentication and Authorization are included in the Allowed NSSAI for each Access Type, the AMF selects an Access Type to be used to perform the Network Slice Specific Authentication and Authorization procedure based on network policies.

2.
The AMF may send an EAP Identity Request for the  for the S-NSSAI in a NAS MM Transport message including the S-NSSAI. This is the S-NSSAI of the H-PLMN, not the locally mapped S-NSSAI value.

3.
The UE provides the EAP Identity Response for the S-NSSAI alongside the S-NSSAI in an NAS MM Transport message towards the AMF.

4.
The AMF sends the EAP Identity Response to the AUSF in a Nausf_Communication_EAPMessage_Transfer (EAP Identity Response, AAA-S address, GPSI, S-NSSAI).

5.
If the AAA-P is present (e.g. because the AAA-S belongs to a third party), the AUSF invokes the Nausf_Communication_EAPmessageTranfser servce to forward the message to the AAA-P otherwise the AUSF forwards the message directly to the AAA-S.

6.
The AAA-P associates AAA-S address with the S-NSSAI and forwards the EAP Identity message to the AAA-S addressable by the AAA-S address together with S-NSSAI and GPSI.

7-14.
EAP-messages are exchanged with the UE. One or more than one iteration of these steps may occur.

15.
EAP authentication completes. An EAP-Success/Failure message is delivered to the AAA-P (or if the AAA-P is not present, directly to the AUSF) with GPSI and S-NSSAI.

16.
If the AAA-P is used, the AAA-P sends the Nausf_Communication_EAPmessageTranfser(EAP-Success/Failure, S-NSSAI, GPSI) to the AUSF.

17.
The AUSF sends the Namf_Communication_N1N2messageTranfser (EAP-Success/Failure, S-NSSAI, GPSI) to the AMF.

18.
The AMF transmits a NAS MM Transport message (EAP-Success/Failure) to the UE.

19.
If a new Allowed NSSAI or new Rejected NSSAIs needs to be delivered to the UE, or if the AMF re-allocation is required, the AMF initiates the UE Configuration Update procedure, for each Access Type, as described in clause 4.2.4.2. If the Network Slice-Specific Authentication and Authorization fails for all S-NSSAIs in the Allowed NSSAI, the AMF shall execute the Network-initiated Deregistration procedure described in clause 4.2.2.3.3, and it shall include in the explicit De-Registration Request message the list of Rejected S-NSSAIs, each of them with the appropriate rejection cause value

* * * * End of Changes * * * *
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